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| CMP Rout er Di scovery Messages
Status of this Meno

This RFC specifies an | AB standards track protocol for the Internet
community, and requests discussion and suggestions for inprovenents.
Pl ease refer to the current edition of the "I AB Oficial Protoco

St andards" for the standardi zation state and status of this protocol.
This docunent is a product of the | ETF Router Discovery Wrking

G oup. Distribution of this meno is unlimted.

Abst r act

Thi s docunent specifies an extension of the Internet Control Message
Protocol (ICWP) to enable hosts attached to nulticast or broadcast
networ ks to di scover the | P addresses of their neighboring routers.
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1. Term nol ogy

The following terns have a precise neani ng when used in this

docunent :
system a device that inplenents the Internet Protocol, IP [9].
router a systemthat forwards | P datagrans, as specified
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in[2]. This does not include systens that, though
capabl e of I P forwarding, have that capability turned
off. Nor does it include systenms that do I P forwarding
only insofar as required to obey |IP Source Route
options.

any systemthat is not a router.

unl ess otherwi se qualified, neans the use of either IP
mul ticast [4] or |IP broadcast [6] service

a conmuni cation facility or medium over which systens
can comuni cate at the link layer, i.e., the protoco
| ayer inmmediately below IP. The term "physica

net wor k" has sonetines been used (inprecisely) for
this. Exanples of links are LANs (possibly bridged to
other LANs), w de-area store-and-forward networks,
satellite channels, and point-to-point |inks.

a link over which IP multicast or |IP broadcast service
is supported. This includes broadcast nedia such as
LANs and satellite channels, single point-to-point

I inks, and sone store-and-forward networks such as SMDS
networ ks [8].

a systenis attachnent point to alink. It is possible
(though unusual) for a systemto have nore than one
interface to the sane link. Interfaces are uniquely

identified by | P unicast addresses; a single interface
may have nore than one such address.

nmul ticast interface

subnet

nei ghbori ng

an interface to a nulticast link, that is, an interface
to alink over which IP nmulticast or |P broadcast
service is supported.

either a single subnet of a subnetted IP network [7] or
a single non-subnetted IP network, i.e., the entity
identified by an I P address logically ANDed with its
assi gned subnet mask. More than one subnet nay exi st
on the sanme |ink.

havi ng an | P address belonging to the sanme subnet.
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2. Protocol Overview

Bef ore a host can send | P datagrams beyond its directly-attached
subnet, it must discover the address of at |east one operationa
router on that subnet. Typically, this is acconplished by reading a
list of one or nore router addresses froma (possibly renote)
configuration file at startup tine. On nulticast |inks, sone hosts
al so di scover router addresses by listening to routing protoco
traffic. Both of these nethods have serious drawbacks: configuration
files nust be maintained manually -- a significant adnministrative
burden -- and are unable to track dynam c changes in router

avail ability; eavesdropping on routing traffic requires that hosts
recogni ze the particular routing protocols in use, which vary from
subnet to subnet and which are subject to change at any tine. This
docunment specifies an alternative router discovery method using a
pair of 1CWP [10] nessages, for use on multicast links. It
elimnates the need for manual configuration of router addresses and
i s i ndependent of any specific routing protocol

The |1 CVWP router discovery nmessages are called "Router Advertisenents"
and "Router Solicitations". Each router periodically multicasts a
Rout er Advertisenent fromeach of its rnulticast interfaces,
announci ng the I P address(es) of that interface. Hosts discover the
addresses of their neighboring routers sinply by listening for
advertisenents. Wen a host attached to a nulticast link starts up,
it my nulticast a Router Solicitation to ask for inmediate

adverti senents, rather than waiting for the next periodic ones to
arrive; if (and only if) no advertisenments are forthcom ng, the host
may retransmit the solicitation a small nunber of tines, but then
nmust desist fromsending any nore solicitations. Any routers that
subsequently start up, or that were not discovered because of packet
| oss or tenporary link partitioning, are eventually di scovered by
reception of their periodic (unsolicited) advertisenents. (Links
that suffer high packet |oss rates or frequent partitioning are
acconmodat ed by increasing the rate of advertisenents, rather than

i ncreasing the nunber of solicitations that hosts are permitted to
send.)

The router discovery nessages do not constitute a routing protocol
they enabl e hosts to discover the existence of neighboring routers,
but not which router is best to reach a particular destination. |If a
host chooses a poor first-hop router for a particular destination, it
shoul d receive an | CW° Redirect fromthat router, identifying a
better one.

A Router Advertisenent includes a "preference level" for each

advertised router address. Wen a host nust choose a default router
address (i.e., when, for a particular destination, the host has not
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been redirected or configured to use a specific router address), it
is expected to choose fromthose router addresses that have the

hi ghest preference | evel (see Section 3.3.1 in the Host Requirenents
-- Comuni cation Layers RFC [1]). A network admini strator can
configure router address preference |levels to encourage or discourage
the use of particular routers as default routers.

A Router Advertisenment also includes a "lifetime" field, specifying
the maxi mumlength of time that the advertised addresses are to be
considered as valid router addresses by hosts, in the absence of
further advertisements. This is used to ensure that hosts eventually
forget about routers that fail, becone unreachable, or stop acting as
routers.

The default advertising rate is once every 7 to 10 minutes, and the
default lifetine is 30 minutes. This neans that, using the default
val ues, the advertisenents are not sufficient as a nmechani smfor

"bl ack hol e" detection, i.e., detection of failure of the first hop
of an active path -- ideally, black holes should be detected quickly
enough to switch to another router before any transport connections
or higher-layer sessions time out. It is assuned that hosts already
have nmechani sns for black hole detection, as required by [1]. Hosts
cannot depend on Router Advertisenments for this purpose, since they
may be unavail abl e or adnministratively disabled on any particul ar
link or fromany particular router. Therefore, the default
advertising rate and lifetine values were chosen sinply to nake the
| oad i nposed on links and hosts by the periodic multicast

adverti senents negligible, even when there are many routers present.
However, a network adm nistrator who wi shes to enpl oy adverti senents
as a suppl enental black hole detection nechanismis free to configure
smal | er val ues.
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3. Message Formats

| CMP Rout er Advertisenent Message

0

2 3

01234567890123456789012345678901
T I T S D i it S S S S S R S o S S A S

| Type |

Code | Checksum |

T S T I o i < S S S e Tk S e S &

Num Addr s | Addr

Entry Size| Lifetime |

i S i S T i i S S i S S S S S S

Rout er Address|[ 1] |

S e

Preference Level [1] |

Rout er Address[ 2] |

i S o i S S S e i i o S S S S S

Preference Level [ 2] |

S S e e

| P Fields:

Sour ce Address

Destinati on Address

Ti me-to-Li ve

| CVP Fi el ds:

Type
Code

Checksum

|
+-
|
+-
|
T S i S e T A S S i T i S S S SIS &
|
+-
|
+-
|

|

|

An | P address belonging to the interface
fromwhich this nessage is sent.

The configured Adverti senent Address or the
| P address of a nei ghboring host.

1if the Destination Address is an IP
mul ticast address; at |east 1 otherw se.

9
0

The 16-bit one's conpl enent of the one’s
conpl enent sum of the |ICWP nessage, start-
ing with the | CGvwP Type. For conputing the
checksum the Checksumfield is set to O.
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Num Addr s The nunber of router addresses advertised
in this nmessage

Addr Entry Size The nunber of 32-bit words of information
per each router address (2, in the version
of the protocol described here).

Lifetime The maxi mum nunber of seconds that the
router addresses may be considered valid.

Rout er Address[i], The sending router’s | P address(es) on the
i = 1..Num Addrs interface fromwhich this nessage is sent.

Preference Level[i], The preferability of each Router Address[i]
i = 1..Num Addrs as a default router address, relative to
ot her router addresses on the sanme subnet.
A signed, twos-conplenent val ue; higher
val ues nean nore preferable.

| CMP Router Solicitation Message

0 1 2 3
01234567890123456789012345678901
T T S T i s L i S S S S S S S e T s
| Type | Code | Checksum |
T I T S i T i S S T i e S T T
| Reserved |
B T e o i S I i i S S N iy St S I S S

I P Fields:

Sour ce Address An | P address belonging to the interface
fromwhich this nessage is sent, or O.

Desti nati on Address The configured SolicitationAddress.

Ti me-t o-Li ve 1if the Destination Address is an |IP
mul ticast address; at |east 1 otherw se.

| CMP Fi el ds:
Type 10
Code 0
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Checksum

Reser ved
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The 16-bit one's conpl enent of the one’s
conpl enent sum of the | CMP nessage, start-
ing with the | CMP Type. For conputing the
checksum the Checksumfield is set to O.

Sent as 0; ignored on reception.

4. Router Specification

4.1. Router Configuration Variables

A router that

i mpl enents the | CVP router discovery nessages nust

all ow for the followi ng variables to be configured by system
managenent ;
to configure any of these variables in many cases.

default values are specified so as to nake it unnecessary

For each nmulticast interface:

Adverti senent Addr ess

The I P destination address to be used for nulticast
Router Advertisenents sent fromthe interface. The
only perm ssible values are the all-systens mnulticast
address, 224.0.0.1, or the |limted-broadcast address,
255. 255, 255. 255. (The all-systens address is preferred
wher ever possible, i.e., on any link where all
listening hosts support |IP multicast.)

Default: 224.0.0.1 if the router supports IP nulticast
on the interface, else 255.255.255. 255

MaxAdverti senent | nt er val

The maxi numtinme all owed between sending mul ticast
Router Advertisenents fromthe interface, in seconds.
Must be no I ess than 4 seconds and no greater than 1800
seconds.

Default: 600 seconds

M nAdverti senentl nt er val

Rout er

The mininumtinme all owed between sending unsolicited
mul ti cast Router Advertisenments fromthe interface, in
seconds. Must be no less than 3 seconds and no greater
t han MaxAdverti sement | nterval

Default: 0.75 * MaxAdverti senentl|nterva
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AdvertisenentLifetinme
The value to be placed in the Lifetinme field of Router
Advertisenents sent fromthe interface, in seconds
Must be no | ess than MaxAdverti senentlnterval and no
greater than 9000 seconds.

Default: 3 * MaxAdvertisenentlnterva

For each of the router’s | P addresses on its nulticast interfaces:

Adverti se
A flag indicating whether or not the address is to be
adverti sed.

Def aul t: TRUE

Pref erencelLevel
The preferability of the address as a default router
address, relative to other router addresses on the sane
subnet. A 32-bit, signed, twos-conplenent integer
wi t h hi gher val ues neaning nore preferable. The
m ni num val ue (hex 80000000) is used to indicate that
t he address, even though it nmay be advertised, is not
to be used by nei ghboring hosts as a default router
addr ess.

Default: O

The case in which it is useful to configure an address with a
preference | evel of hex 80000000 (rather than sinply setting its
Advertise flag to FALSE) is when advertisements are being used for
"bl ack hol e" detection, as nentioned in Section 2. |In particular, a
router that is to be used to reach only specific |IP destinations
could advertise its address with a preference |evel of hex 80000000
(so that neighboring hosts will not use it as a default router for
reaching arbitrary | P destinations) and a non-zero lifetine (so that
nei ghbori ng hosts that have been redirected or configured to use it
can detect its failure by tinmng out the reception of its

adverti senents).

It has been suggested that, when the preference | evel of an address
has not been explicitly configured, a router could set it according
to the metric of the router’s "default route" (if it has one), rather
than defaulting it to zero as suggested above. Thus, a router with a
better netric for its default route would advertise a hi gher
preference level for its address. (Note that routing netrics that
are encoded such that "lower is better" would have to be inverted
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bef ore being used as preference levels in Router Advertisenent
messages.) Such a strategy m ght reduce the anobunt of | CWVP Redirect
traffic on sone links by nmaking it nore likely that a host’s first
choice router for reaching an arbitrary destination is also the best
choice. On the other hand, Redirect traffic is rarely a significant
load on a link, and there are sone cases where such a strategy woul d
result in nore Redirect traffic, not |less (for exanple, on links from
whi ch the nost frequently chosen destinations are best reached via
routers other than the one with the best default route). This
docunent nmkes no reconmendati on concerning this issue, and

i npl ementors are free to try such a strategy, as long as they al so
support static configuration of preference |evels as specified above.

4.2. Message Validation by Routers

A router must silently discard any received Router Solicitation
messages that do not satisfy the followi ng validity checks:

- I P Source Address is either 0 or the address of a nei ghbor
(i.e., an address that nmatches one of the router’s own
addresses on the arrival interface, under the subnet mask
associ ated with that address.)

- | CVWP Checksumis valid.
- | CVWP Code is O.

- ICWP length (derived fromthe IP length) is 8 or nore
octets.

The contents of the | CWP Reserved field, and of any octets beyond the
first 8 are ignored. Future, backward-conpatible changes to the
protocol may specify the contents of the Reserved field or of
additional octets at the end of the nmessage; backward-inconpati bl e
changes may use different Code val ues

A solicitation that passes the validity checks is called a "valid
solicitation".

A router may silently discard any received Router Advertisenent
messages. Any other action on reception of such nessages by a router
(for exanple, as part of a "peer discovery" process) is beyond the
scope of this docunent.

4. 3. Router Behavi or

The router joins the all-routers IP multicast group (224.0.0.2) on
all interfaces on which the router supports IP nulticast.

Rout er Di scovery Working G oup [ Page 9]



RFC 1256 | CMP Rout er Di scovery Messages Sept ember 1991

The term "advertising interface" refers to any functioning and
enabled nmulticast interface that has at |east one |IP address whose
configured Advertise flag is TRUE. From each advertising interface,
the router transmts periodic, multicast Router Advertisenents,
containing the foll owi ng val ues:

- In the destination address field of the |IP header: the
interface’s configured Adverti senent Address

- Inthe Lifetinme field: the interface’'s configured
AdvertisenentLifetine.

- In the Router Address[i] and Preference Level[i] fields:
all of the interface's addresses whose Advertise flags are
TRUE, along with their correspondi ng PreferencelLeve
values. (In the unlikely event that not all addresses fit
in a single advertisenment, as constrained by the MIU of the
link, multiple advertisenents are sent, with each except
the | ast containing as many addresses as can fit.)

The advertisenments are not strictly periodic: the interval between
subsequent transm ssions is randoni zed to reduce the probability of
synchroni zation with the advertisenents fromother routers on the
sanme link. This is done by maintaining a separate transm ssion
interval tinmer for each advertising interface. Each time a nulticast
advertisement is sent froman interface, that interface’'s timer is
reset to a uniformy-distributed random val ue between the interface’'s
configured M nAdvertisenment|nterval and MaxAdverti sement|nterval
expiration of the timer causes the next advertisenment to be sent from
the interface, and a new random value to be chosen. (It is
recomended that routers include sonme uni que val ue, such as one of
their 1P or link-layer addresses, in the seed used to initialize

t hei r pseudo-random nunber generators. Although the random zation
range is configured in units of seconds, the actual randon y-chosen
val ues should not be in units of whole seconds, but rather in units
of the highest available tiner resolution.)

For the first few advertisenments sent froman interface (up to

MAX_I NI TI AL_ADVERTI SEMENTS), if the randomy chosen interval is
greater than MAX | NI TI AL_ADVERT | NTERVAL, the tinmer should be set to
MAX_|I NI TI AL_ADVERT_| NTERVAL instead. Using this smaller interval for
the initial advertisenents increases the likelihood of a router being
di scovered quickly when it first becones available, in the presence
of possi bl e packet |oss.

In addition to the periodic, unsolicited adverti senents, a router

sends advertisenments in response to valid solicitations received on
any of its advertising interfaces. A router may choose to unicast
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the response directly to the soliciting host’s address (if it is not
zero), or nulticast it to the interface’ s configured

Advertisenent Address; in the latter case, the interface’s interva
tinmer is reset to a new randomvalue, as with unsolicited

adverti senents. A unicast response may be del ayed, and a nulticast
response nust be delayed, for a small randominterval not greater
than MAX RESPONSE DELAY, in order to prevent synchronization with
other responding routers, and to allow nmultiple, closely-spaced
solicitations to be answered with a single nulticast advertisenent.

If a router receives a solicitation sent to an | P broadcast address,
on an interface whose configured Adverti sement Address is an |IP

mul ticast address, the router may send its response to the IP
broadcast address instead of the configured IP nulticast address.
Such an event indicates a configuration inconsistency, and should be
| ogged for possible corrective action by the network adm ni strator.

It should be noted that an interface nay becone an advertising
interface at tines other than systemstartup, as a result of recovery
froman interface failure or through actions of system nanagenent
such as:

- enabling the interface, if it had been adm nistratively
di sabled and it has one or nore addresses whose Advertise
flag is TRUE, or

- enabling IP forwarding capability (i.e., changing the
system from being a host to being a router), when the
interface has one or nore addresses whose Advertise flag is
TRUE, or

- setting the Advertise flag of one or nore of the
interface’s addresses to TRUE (or adding a new address with
a TRUE Advertise flag), when previously the interface had
no address whose Advertise flag was TRUE

In such cases, the router nust comence transm ssion of periodic
advertisements on the new advertising interface, limting the first few
advertisements to intervals no greater than MAX_| NI TI AL_ADVERT_| NTERVAL.
In the case of a host becoming a router, the systemnust also join the
all-routers IP nmulticast group on all interfaces on which the router
supports I P nulticast (whether or not they are advertising interfaces).

An interface may al so cease to be an advertising interface, through
actions of system managenent such as:

- administratively disabling the interface,
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5.

- shutting down the system or disabling the IP forwarding
capability (i.e., changing the systemfrom being a router
to being a host), or

- setting the Advertise flags of all of the interface’s
addresses to FALSE.

In such cases, it is recormended (but not required) that the router
transmit a final nulticast advertisement on the interface, identica
to its previous transmission but with a Lifetime field of zero. In
the case of a router becom ng a host, the system nust al so depart
fromthe all-routers IP nulticast group on all interfaces on which
the router supports IP multicast (whether or not they had been
advertising interfaces).

When the Advertise flag of one or nore of an interface’ s addresses
are set to FALSE by system nanagenent, but there renain other
addresses on that interface whose Advertise flags are TRUE, it is
recomended that the router send a single nulticast advertisenent
contai ning only those address whose Advertise flags were set to
FALSE, with a Lifetime field of zero

Host Specification

5.1. Host Configuration Variabl es

A host that inplenments the | CMP router discovery nessages nust all ow
for the followi ng variables to be configured by system managenent;
default values are specified so as to nake it unnecessary to
configure any of these variables in nmany cases.

For each nulticast interface:

Per f or mMRout er Di scovery
A flag indicating whether or not the host is to perform
| CMP router discovery on the interface.

Def aul t: TRUE

SolicitationAddress
The I P destination address to be used for sending
Router Solicitations fromthe interface. The only
permni ssible values are the all-routers nulticast
address, 224.0.0.2, or the |imted-broadcast address,
255. 255, 255. 255, (The all-routers address is preferred
wher ever possible, i.e., on any link where all
advertising routers support IP multicast.)
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Default: 224.0.0.2 if the host supports IP nulticast on
the interface, else 255.255. 255, 255

The Host Requirenents -- Conmunication Layers RFC [1], Section
3.3.1.6, specifies that each host inplenmentation nust support a
configurable list of default router addresses. The purpose of the

| CVMP router discovery nessages is to elimnate the need to configure
that list in hosts attached to nmulticast links. On non-nulticast
links, and on multicast links for which | CMP router discovery is not
(yet) supported by the routers or is admnistratively disabled, it
will continue to be necessary to configure the default router list in
each host. Each entry in the list contains (at |east) the foll ow ng
configurabl e vari abl es:

Rout er Addr ess
An | P address of a default router.

Defaul t: (none)

Pr ef erencelLeve
The preferability of the RouterAddress as a default
router address, relative to other router addresses on
the sane subnet. The Host Requirenents RFC does not
specify how this value is to be encoded; to allow the
preference level to be conveyed in a Router
Advertisenment or configured by system managenent, it is
here specified that it be encoded as a 32-bit, signed,
twos- conpl enent integer, wth higher val ues meaning
nore preferable. The m ni rum val ue (hex 80000000) is
reserved to nmean that the address is not to be used as
a default router address, i.e., it is to be used only
for specific I P destinations, of which the host has
been informed by | CMP Redirect or configuration

Default: O
5.2. Message Validation by Hosts

A host nust silently discard any received Router Advertisenent
messages that do not satisfy the followi ng validity checks:

- | CWP Checksumis valid.
- | CWP Code is O.
- I CWP Num Addrs is greater than or equal to 1

- | CVWP Addr Entry Size is greater than or equal to 2.
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- ICWP length (derived fromthe IP length) is greater than or
equal to 8 + (Num Addrs * Addr Entry Size * 4) octets.

The contents of any additional words of per-address information
(i.e., other than the Router Address and Preference Level fields),
and the contents of any octets beyond the first 8 + (Num Addrs * Addr
Entry Size * 4) octets, are ignored. Future, backward-conpatible
changes to the protocol may specify additional per-address

i nformati on words, or additional octets at the end of the nessage;
backwar d-i nconpati bl e changes may use different Code val ues.

An advertisenent that passes the validity checks is called a "valid
advertisement".

A host must silently discard any received Router Solicitation
nessages.

5. 3. Host Behavi or

On any interface on which the host supports IP nulticast, the host
will be a nenber of the all-systems IP nulticast group (224.0.0.1).
This occurs automatically, as specified in [4]; no explicit action is
required on the part of the router discovery protocol inplenentation

A host never sends a Router Advertisenent nessage.

A host silently discards any Router Advertisenent nessage that
arrives on an interface for which the host’s configured

Per f ormRout er Di scovery flag is FALSE, and it never sends a Router
Solicitation on such an interface.

A host cannot process an advertisenent until it has deternmined its
own | P address(es) and subnet nask(s) for the interface on which the
advertisenent is received. (On sone links, a host may be able to use
some conbination of BOOTP [3], RARP [5], or |CWP Address Mask
messages [7] to discover its own address and nask.) Wiile waiting to
| earn the address and mask of an interface, a host may save any valid
advertisements received on that interface for later processing; this
al l ows router discovery and address/ mask discovery to proceed in
paral | el

To process an advertisenent, a host scans the list of router
addresses contained in it. It ignores any non-nei ghboring addresses,
i.e., addresses that do not natch one of the host’s own addresses on
the arrival interface, under the subnet nask associated w th that
address. For each nei ghboring address, the host does the foll ow ng:

- If the address is not already present in the host’'s default

Rout er Di scovery Working G oup [ Page 14]



RFC 1256 | CMP Rout er Di scovery Messages Sept ember 1991

router list, a newentry is added to the list, containing
the address along with its acconpanying preference |eve
and a tinmer initialized to the Lifetinme value fromthe
adverti senent.

- If the address is already present in the host's default
router list as a result of a previously-received
advertisenent, its preference level is updated and its
timer is reset to the values in the new y-received
adverti senent.

- If the address is already present in the host's default
router list as a result of system configuration, no change
is made to its preference level; there is no tinmer
associated with a configured address. (Note that any
router addresses acquired fromthe "Gateway" subfield of
the vendor extensions field of a BOOTP packet [11] are
considered to be configured addresses; they are assigned
the default preference level of zero, and they do not have
an associated timer. Note further that any address found
in the "giaddr" field of a BOOTP packet [3] identifies a
BOOTP forwarder which is not necessarily an I P router; such
an address should not be installed in the host’'s default
router list.)

Whenever the tinmer expires in any entry that was created as a result
of a received advertisenment, that entry is discarded

To limt the storage needed for the default router list, a host may
choose not to store all of the router addresses di scovered via
advertisenents. |If so, the host should discard those addresses with
| ower preference levels in favor of those with higher levels. It is
desirable to retain nore than one default router address in the |ist
so that, if the current choice of default router is discovered to be
down, the host may i medi ately choose anot her default router, wthout
having to wait for the next advertisenent to arrive.

Any router address advertised with a preference |evel of hex 80000000
is not to be used by the host as default router address; such an
address may be omitted fromthe default router list, unless its timer
is being use as a "bl ack-hol e" detection nechanism as discussed in
Section 4.1.

It should be understood that preference |evels |earned from

adverti senents do not affect any of the host’'s cached route entries.
For exanple, if the host has been redirected to use a particul ar
router address to reach a specific |IP destination, it continues to
use that router address for that destination, even if it discovers
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anot her router address with a higher preference level. Preference

| evel s influence the choice of router only for an | P destination for
which there is no cached or configured route, or whose cached route
points to a router that is subsequently discovered to be dead or

unr eachabl e.

A host is permitted (but not required) to transmit up to
MAX_ SOLI Cl TATI ONS Router Solicitation nessages fromany of its
mul ticast interfaces after any of the followi ng events:

- The interface is initialized at systemstartup tine.

- The interface is reinitialized after a tenporary interface
failure or after being tenmporarily disabled by system
nmanagenent .

- The system changes from being a router to being a host, by
having its I P forwarding capability turned off by system
managenent .

- The PerfornmRouterDiscovery flag for the interface is
changed from FALSE to TRUE by system managenent.

The I P destination address of the solicitations is the configured
SolicitationAddress for the interface. The |IP source address nay
contain zero if the host has not yet deternined an address for the
interface; otherwise it contains one of the interface s addresses.

If a host does choose to send a solicitation after one of the above
events, it should delay that transm ssion for a random anount of tine
bet ween 0 and MAX SCLI Cl TATI ON DELAY. This serves to alleviate
congestion when many hosts start up on a link at the same tinme, such
as might happen after recovery froma power failure. (It is
recomended that hosts include sone uni que val ue, such as one of
their 1P or link-layer addresses, in the seed used to initialize

t hei r pseudo-random nunber generators. Although the random zation
range is specified in units of seconds, the actual randonl y-chosen
val ue should not be in units of whole seconds, but rather in units of
t he highest available tinmer resolution.)

A host may al so choose to further postpone its solicitations,
subsequent to one of the above events, until the first tinme it needs
to use a default router.

Upon receiving a valid advertisenment containing at |east one

nei ghbori ng address whose preference level is other than hex
80000000, subsequent to one of the above events, the host nust desi st
fromsending any solicitations on that interface (even if none have
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been sent yet), until the next tine one of the above events occurs.
The small nunber of retransnissions of a solicitation, which are
permitted if no such advertisement is received, should be sent at
i ntervals of SOLIClI TATI ON_I NTERVAL seconds, w thout randonization.

6. Protocol Constants

Rout er constants:

MAX_| NI TI AL_ADVERT _| NTERVAL 16 seconds
MAX | NI TI AL_ADVERTI SEMENTS 3 transni ssions
MAX_RESPONSE_DELAY 2 seconds

Host constants:

MAX_SOLI Cl TATI ON_DELAY 1 second
SCLI Cl TATI ON_I NTERVAL 3 seconds
MAX_SOLI CI TATI ONS 3 transm ssi ons

Addi tional protocol constants are defined with the nessage formats in
Section 3, and with the router and host configuration variables in
Sections 4.1 and 5. 1.

Al'l protocol constants are subject to change in future revisions of
t he protocol

7. Security Considerations

This extension of |CMP nmakes it possible for any systemattached to a
link to masquerade as a default router for hosts attached to that
link. Any traffic sent to such an inposter is vulnerable to
eavesdroppi ng, to denial of forwarding service, and to nodification
by insertion, deletion, or alteration of packets. It should be noted
that, on nost nulticast or broadcast links on which this protocol is
expected to operate, eavesdropping is already possible by any system
attached to the link, and the Address Resol ution Protocol (ARP) used
on those links offers a simlar opportunity for service denial and
message stream nodification. For environnents where those threats
are deened unacceptable, there are configuration variables to disable
dynani c router discovery by hosts.

The Router Advertisenment nmessage format is defined so as to all ow

additional information to be added to the nessage in a backward-
conpati bl e manner. One possible use of that capability is to add
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digital signatures or sone other form of authentication infornation
to the advertisements, to enable hosts to verify their authenticity.
This is FOR FURTHER STUDY.
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